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LR B4 2% L LT EEPT
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SYSTEM_MANAGED o Allow 2018-01-23 15:07:55 v
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R v 4 0 doter] 3

ERLTT

Lcod  AMEXH

ol MBI

MNEX2

A EAH

=Sub Account AHA|

PR

pS|
=2

ol

user4@mail.com

user3@mall.com

user2@mail.com

userl@mail.com

#4 [Sub Account] System Managed B 2.0

Q 207427 ~

L) uE
Console Access ® =X
Console Access o N2Z
Console Access e M2z
Console Access o HX

20200109 2111547
(UTC+09:00)

2020-01-09 2101519
(UTC+09:00)

2020-04-16 10:39:38
(UTC+05:00)

B LA L

20200416 10:38:25
(UTC+09:00)

2020-04-16 10:37:45
(UTC+09:00)

2020-04-16 10:37.05
(UTC+0%:00)

2020-04-16 10:35:53
(UTC+09:00)

<32 Sub Account AH 2>

& https://docs.gov-ncloud.com/ko/management/management-4-1.html
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2. HES3 2

VP-01 AH|A FZ

of e HEH3I &2

No. VP-01 =5 = CHAr MH|A Secure Zone
MHIA | = HO|H S2tRE SS1E2| Secure Zone MH|AE ZHQIEES} 22 22 FE AHE 2O
e O CHHsHA B3 & Q/Ues AH, HERZT, £ &5 4F £FHS AU
R EY MBI 267t YRS of 28 MHZE A2ZEAHZ 24t Olsf oY L 73S S
ST | 22392 25t DBMBSO| QAT 2|2 95l WIEYAIt 2als/ofof Bt
HAI|Z | = &3 MH|A AL 40| T2t HEKII 2220 Jes B3R Y= Lt
= Secure Zone 2 O|23t0] WEB/WAS 2t DB £ &£2|5t0] AMH|A A2 220 T2 HEY3
22|52 HFLICE Secure Zone Firewall & 0|235t0] H|QIZt EAI0] Ci3H SA|EHLICE.
= Secure zone A% Ojl&: Console -> Secure Zone -> Secure Zone Policy
Policy ©
'?:I_Tl_AI'%" + Policy 84 e O2EF v 48 0 Yot 3 X CHe=c Z Mz3ay v
@ vetautdeny 22 @ 20754 &7 v
Name Source IP Destination IP Protocol Port Action
dev-servicename-was01(10.39.150.33) v o dev-servicename-db01(10.39.194.54) v TCP 9090 » Allow
<2l Subnet &2
= Secure Zone &Ml A : https://docs.gov-ncloud.com/ko/security/security-14-1.html
] in]
VP-02 otMsh & ot MY
= Certificate Manager/ SSL VPN/ IPsec
No. VP-02 zeg = CHAF AH|A
VPN
MH|A | = U1|0|H S2tRE SSHE2 ot FEAL H2E & JEZF Certificate Manager, SSL
e VPN, IPsec VPN S A|&&HL|Ct
—— JEL| HEot= T2l IS A2stett 2F9 SAHXZRE G|0|8E E55t7| ol QtMst
SO | e aoe AE/0185tn Qer| AAFLC
HA7|2 | » ZEXAO| H450] L2st FR0|= otdst dE a2 86t s FR Y=L
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QIS M(SSL QIS AM)E HEst= ;1

2O QIZME 2EE 4 UL

= 2IZM A& O Console -> Certificate Manager 1SA &5 -> LB, CDN QISA AtE 434

o ; [
» 2CHM MM A| Z2EZES HTTPS, SSL S MEiSH= HQ Certificate Manager S25|0
[ =12 S A A
A AISME AIBE 4 UFUCH
ad Balance:
() 2E WM M
°EE"$‘?_"M‘D"‘S 2 Certificate’®% 3 Cipherg#® 4 MBF7t s BRELYY
2oEdM 84
ZCETA 0B [ test
HEQ3* private P © PublicIP
Zone MY * O KR
Ak
BOEBA N
EERUNE Proxy Sticky
nzEs E MHEE L7 Health Check protocol Session 2%
HTTPS v 443 443
HTTP 443 443 EX3
SsL
TCP

<13, Load Balance SSL Q1A Mg Atd 2id>

@ =cuuxuy © certinicates® 3 Cipherts 4 MEIFTH s ANEEe)|

Certificate’d

O =832 = SSLCertificate 0|8

SSL Certificate 1% - select - v

<O Load Balance SSL Q1SN AHE >
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* Naver Cloud Platform Oi|lA 2F3Q! A, DB &ZAl0f= SSL VPN, IPsec VPN 4Z2 Saf

QPS5 H&ste AS HELL

* SSLVPN At 2 SSLVPN M4 -> A2t 43 -> AFAF VPN Client €2 -> 4 Cha
MH ACG HZ(SSLVPNIP &2) -> MY A&

= SSL VPN AtM| AT : https://docs.gov-ncloud.com/ko/security/security-5-1.html

= |Psec VPN &AM AW : https://docs.gov-ncloud.com/ko/networking/networking-9-1.html
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3. M| 2o

SV-01 MH|A ZE 2ig|
No. SV-01 =5 A CHAr MH|A MH-ACG
= Naver Cloud Platform ACG(Access Control Group)e AMH 2t HEQ3 d2 Ao & 222
MH|A gt 4 Q= IP/Port 718F TE{2 Hats MU[AQLICEH M2 7|2 &SI (iptables, ufw, 2=
7H°_ gotH) 2 JlEdez 2a|e T Q0| MY OE0| tfst ACG Rule 2 &¢4 A6t el
= UELITH ACG = Stateful HAIO|7| Th20f F210] ZHAQIO| Htet ERHEIR A2 =
o2& LTt
e MH|AO| TRstR| 42 IP, Port €22 ZIsHP 0| Yle &~ JASLICH T2t F7|He=z
ST L ALgskal o= 1P, Portoll Chsh SHEE0f Q=] HASHY 2shAtnES ofgkgtc
HA|ZE | = LS MH|A0 ZRSEH P, Portd]| CHSHMZE SHEE|0 JUe AR LSHLCE
= ACG B2 White List Allow HE 2 2[/2¥ & = USLICL Default ACG = A4 S
5{&IP 7t Any S{8E[0 UASLICL M2t MH|A0 ERt P, Port Tt 51838t AESlOF
SHLICE ACG Off MHHO| Qi dR0= 2E& IP, Port 7t XHEHE!L|CE,
* ACG 4% Oj&5: Console -> MH -> ACG
» Default ACG AElfl= 2& IPOj| Chsl ¥ HX£0| HEL[0] YSLICH
ACG ©
+ ACG8Y Y4B YoterI 2 X theze fs2) Ln] v Yo F2HRE BRB(ZE7| ]
ACG 0| & ACGID HE MY G §e
A Gk
Zzeg [SEFYN 38 BE(MH|A) e
<12l Default ACG AEI>
" ACG 23 E MH|AO st ZEDRL @ Z6{oF gHL|Ct,
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ACG ©

+ acc ¥4 HE O Yotu| 3 X cheze cqzd v 4 [Block Storage] Block Storage 214
ACG 2% ACG 47
ACG O E ACG ID HE MH Gz oe
ncloud-default-acg 161 2 Defauit AccessControiGroup ~
acggroup2 405 o ~
v dev-servicename-webservice 3305 0 ~
g4 zE T E7|
102 27| @
zzEg i 3|8 EE(AUI) ne
TCP 0.0.0.0/0 (T H) 80
TCP 0.0.0.0/0 (%) 443

<2, MHAO LRF ZE 2

= ACG &M A& : https://docs.gov-ncloud.com/ko/compute/compute-2-3.html

H|2

SV-02 Mzt S A[of

No. SV-02 2 = CHAH MH|A MH-ACG
= ACG(Access Control Group)= AH Zt HEQR HZ 40| L 2|2 & 4 = |P/Port
Mu[A 708 T St MH[AJLCH D2 |2 St (iptables, ufw, Y= YsH)S
e NEHo=Z ae|d e ¢i0] MY OE0| Cist ACG Rule 2 &2/ Ad5tn &alg &
UELICH ACG & Stateful HAIO|7] T{E0f| #2]0] A Q0| BtEt EfHE A52= S{EELICH
= EY MHTF oAt SRS R, AHZE SI&E IP, PortOl| 2ls ZlsHAt17} MO
HAI|IE | YEUCE 2%} Tlo oS ls MH[A S0 T8t IP, Portof CHall MHZE HEZ|0 U=A]
HdAgct.
HAI|2 » AT MHZE S410|| CHolf Z2MIAO| ol SQIE F240f CHsHMBH ACG7t SHEL0 JYes S
oo/l

* Naver Cloud Platform ACG = Z|CH 100 7X|2F A440| 7}
MEOQI A2 ACG & &3} ot &elsts 24S Haghct,
7

o
= A2 8L g

amape | ACGE S8 AT & USUCLEIR JIse A8sI0l A7)

of) [2IZH ACG AHE]

@© HY&ES A=Ste IP 518 2|2 7ts, Outbound 2 =7t

2o
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ACG & H7 | dev-servicename-was-acg %

ACG 0f M2 E 44 FHE EATUL.

zzEs CEPou 38 ZE (MH|2)* He €3
TCP - mylp
Detail
TCP 10.39.150.35/32 22 ex) 913 E£-2022558 n
TCP 10.39.150.34/32 22 €x) expire-201212 B

<2 ACGAFZA| In Bound 7+ 43>

= ACG &M A& : https://docs.gov-ncloud.com/ko/compute/compute-2-3.html

*]in]

SV-03 ALE2 2 4

No. SV-03 zog Ab CHA AMH|A MH

» Naver Cloud Platform o MH{ AZE MH|A 729} AR 20| et A5 MHE Mefdt
MH|A 2 QIZ2 Standard, High Memory @ Z+2 Cjkst M EIQS H2§HL|Ct S35 CentOS,
Hne Ubuntu, Windows, MySQL, MSSQL & CtSH O|0|Z[E A|&5t o8 2 ChFkst B9

SYHHES MU 4 UBLICE

= Naver Cloud Platform O|A A&3H= SSL VPN S O|23510] M d& Al 22 212 & AMH0f

S H2Y & UASLIC

oX
oY
Jo
ikl

» Y50 M Y2 Al SSLVPN S 0|83t ME| X4 Al YS§HLICE

oX
oY
N
AN

= Naver Cloud Platform 2 A &% &tE A2, SSLVPN, IPsec VPN, AMH{2o] &°9I IP, S22

HS BAS HFY & ASUCH MY

4

d4 o8 248 3 A Yok SSLVPN 2 IPsec
VPN QLT 2Z2t0|AQt U|ojH S2tRE ME{Zt 2[£201 S4l0] R Z0l= IPsec
VPN & HIUCH M 4 ot 430| 2tas(H HA| AL & MH &0 42
guct,

* SSLVPN S O|E310] M H& F-of| HisiMe ot7] @38 A2 CH

https://docs.gov-ncloud.com/ko/compute/compute-3-1-v2.html

* NAVER CLOUD PLATFORM IPsec 2 HS3HS ES Legacy &d S| IPsec Of| M
MEZEZ(P, Port)ofl CHal AtE2} HZEAHE ELICH
» 3rd-party MBHEIEAN £FMHZ 0|835t0 £FM2| ID, Password + 2x015 A2 0| s}

HL o
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MHO| d25te 0= orHsiCt & 4 USLICH

H|

SV-04 39l IP A2 A|st

No. SV-04 ZoF = CHAH AMH|A MY
IZH0] ERSHD Qe o MHOE HZE £ s DZE IP A0 2 IPE A3

AH[A =2 IP= 00| A HTH MB{O| SEE &~ JSLICH SHE S0 IP= L0 w2t 1Z40]

7H°_ HRS OE MHZ #HES e & USULCH 7|2 MHE M MHE 0o|ME f, SH[= A

- ME{O| 7|21t ST ES A2 T IR MBI 32 IPE A MBO| 2HSt7|0 5t

2 MHA SH A2 O|F MH|AE AESH0=Z A5 4+ ASHTH

= Private Zone Of] 2|2|Bt AMB{0i| PublicIP 7t Y& 8% s IP2 2lale/go] &da 7540l
4453 | A20, LS Subnet thH0| A= ME S Y= LT & ts'd0l SAEUL. ThetM

o
=)
Private Zone Of 22|83t MHO| Public IP SYE|R| A=2 ZJ|A

: Private Zone Off ¢/2|8t NAVER CLOUD PLATFORM A{H{ & Public IP 7} &Y= B27t
oF5 SO}

= 2220| 2[£2Ql In/Out S410] LS MEO|| T2 PublicIP € AMSELICH

Server ©
A UG0S & NSHA| 220), UG0S NJA vMALE
+ Au 84 4B o gorwr 2 X 2= cMzaE v AMO [Block Storage] Block Storage AL} &

5

i
o
«
o

;:I ] A %I‘ AH{ 0|2 AH 0|0]X| 0|2 A 4E 3P 2P ZONE SUEY
h-l_ I-O £ dev-servicename- * centos-7.3-64 [Standard] 2vCPU, 4GB Mem 10.39.170.225 101.101.17494 KR-1 1= v
web01
= dev-servicename- & centos-7.3-64 [Standard] 2vCPU, 4GB Mem 10.39.150.33 KR-1 7= v
was01
5 dev-servicename-dbdl & centos-7.3-64 [Standard] 2vCPU, 4GB Mem 10.39.194.54 {Secure] KR-1 e v
Q. MY 32 1P Zel>
= Public IP &M A3 https://docs.gov-ncloud.com/ko/compute/compute-2-1-v2.html
= Private Subnet AtM| A®H: https://docs.gov-ncloud.com/ko/compute/compute-12-1.html
|2

SV-05 2223t MY AHA

No. SV-05 i CHeE AMH|A M

OfN
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MH|A
He

CentOS, Ubuntu, Windows, MySQL, MSSQL S C}¥

* Naver Cloud Platform 2| MH(MH]) 4ZF2 MHIA 22 ALS 540 Hetdt 952 MHE
MESh £~ QI=F Standard, High Memory 2 22 Ct. =5t

Chetst Mbf ElRlS A2
kot

O[0|2|E A&t

Mol 2YHAHE HEY & ASLIC
17|z = SE2% MH(AFE F2{0| =E)7 SATH=A] S Ze|= R f2 Mo tish 2o
R = T o VS TN
HAI|Z = U2 A8 FH0| =&, 2 B2 MEo| tis Y74 dES Sdlf g 27t =21 U=
SETE | 3 9s s
= AFE F2{0| #=E|0], S E25 MO s Y7|A HES LS 2MSIStal, My 23 U
HEE Saif Mo oist 34 AlEs o + A=S U
X ezt Fs ' Link - IRV 0| F2PE BUE[ZT7INE]
SUEe ==zZogex K012 - a
A 01E A 0J0|E| 0] 2 My e gzewe ZUwP ZONE Qe
= devsenicename- & centos7.264 [Standard] 2vCPU, 4GB Mem 10.39.170.225 101.101.174.94 KRl = v
web01
B devsenicename- % centos7.364 [Standard] 2vCPU, 4GB Mem 10.39.15033
was01
.?__I_T]_AI.@- HEE
4# 0|2 (Instance ID) Aei 0j0j%| 0j2
et ZONE
EEER o
524 S9IP (instance ID)
szep M 42 5
99% T EEZYYRE g
2UEY 4 = wuEs g
957 g ACG 2 oud-default-acg(16 SR =7
AEEK o7 AgE
Seript 2
<Od. SE2% MEof gt Ha)>
H|2

SV-06 OS #|fd A4
No. SV-06 29 = CHe MU A H
MH|A | = Naver Cloud Platform 2| AH(MH) &F2 MH|A 22 AL =20 Agst 452 MHE
e MENSH & Q=2 Standard, High Memory 9F Zt2 Ci¥Fst M| EFQS A2 EL|Ct E5t
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CentOS, Ubuntu, Windows, MySQL, MSSQL & Ctst O|0|Z[E AHSstl JB =2 CHFst

AN
HHO| SIHAHE LS & ASLICH

P OS 9 z[akst dH o2 Qloff Yt £~ QU= s AtRE ooty s =7|H2= 0OS F|bd
Z Z
(==l ] P
dH2 gL
dH7Iz | = &3 FI|H2= OS Fobd HAS Oldst U= 39 &= gt
» NHE ddst, A|IA”E Ojueldez @ 57| M OS |ofst HY0| JU=R| HHst= AS
HIOSL|CE ESE AAE 2F 0|0 OS5 dZ0| HEAIEO| Ydeh &~ eb=z FrI|He=z
z|%d ddE2 sLIC
» Naver Cloud Platform 2| EQt MH|A F System Security Checker 2 &3l =1 ZHHSHA|
A2 0S YUY dHS s 4+ AsLT
» System Security Checker O A1 = 2t OSO|AM Agent & Ch2 O} ASHEL|CY
s A AIZH2 et A Z|Of 5 =E GA| YEL
» A ZI= Console -> Security -» System Security Checker -> OS Security Checker 0| A &9l
ts st MY 0|52 S2otH g0 ofa =let &+~ U2 2EE HES Sdoff MFEAC
2 DAFSH o ==
AN | ga mor A Al golw 4 AU
OS Security Checker ©
® 4S0IEF ~ HEEY 3 0s security Checker (7 HE O YopE7| (7 v
es - HHS 2020-04-16 B ~ 20200416 = Server 0|2 =4 &, Excel
Region Server 0|2 InstanceNo Check list HE PN 0S version HeyHH S Critical Major Minor Report view
KR o 14101 Linux ELE‘TZS;CCA‘;DEC\‘EE— R Cent0S Linux release 7.3.1611 (Core) 3/73 1 1 1 EE 3
<22l OS Security Checker 21}
= OS Security Checker MIE AFE B! https://docs.gov-ncloud.com/ko/security/security-9-1.html
H| 2
22735
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4, AEE|Z| BEOt

ST-01 H2l 374 44

No. ST-01 =Z=c = CHAF MH|A Object Storage

MH|A | = Naver Cloud Platform Object Storage & AF22Zt7t A O{C| MLt Y5H= C|0|E{E A5t

e | MY+ AES T HY SUS ASste AMHIAYLCH

» 04 SeRE EF0M HE Bl YERS AtV Sdste Al MRl 2Y 2R=2
dd=A | st ALLYLIC It 2 FE7F 23E HA0| R0 SVIZE 4YE0] A=A 6FE
FIHez gt
471 | = S2YEE 2t A HAO| B2 250 U= 3 L= LI
= 200 ohalf SV 23e 3% H2lol U, AL LW Object JES0| == ELIL) S2YES
2t A= HAO tieiMe SIHHFEE HIS/HZE 285 HAYLICH
= Thuof| st 371 F= 7HE DiUoAM 2L B9l SHASIt BISHY ERetz, B2
L G2E & oY AS0| SHE B9 2AF0IM sig Do g2 & ASLIC

= 32l MM 0% Console -» Object Storage -> Bucket Management -> B{Zl AiA

Object Storage / Bucket Management

< | 3 MM mos soz xustes 49 090 HAS B4R

¥
d]
Pl
3

[ R © 222 3 A3 =Y

A3t el

e
2]
op
4
0%
o

/\

U
oo
T
n
g
3
i
o
A
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&« > @ krobject.ncloudstorage.comy/kr- data2/

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v<listBucketResult wmlns="http://s3.anazonaws.com/doc/2006-03-01/">
<Mamezkr- —dataz</Hamex
Prefin/>
<Marker />
“Maxkeys>=1000< MaxKevs >
Deliniter/>
<lsTruncated=false</IsTruncated>
v<Contents>
<Keyx0ObjectStorage _TESTZ. tut</Key>
<LastModified>2019-09-20T08:39: 22, 0B27</Lasttodi f ied>
<ETag»"c388588d1 88f { 405cdad21 241 112edch " </ETag>
<Bize>=18</Bize>
v <0wner>
<| D=necp-28681 70-0</ | D>
<DisplayNamexncp-2558170-0</Di sp | aviane>
</Owner>
<StorageClass>Standard</StorageClass>
</Content s>
v<Contents>
<Keyx0ObjectStorage _TEST3. tut</Key>
<LastModified>2019-09-20T08:43:03,560Z</LastHodi f ied>
<ETag>"c388588d188f f 405cdad21 241 1 12edch " </ETag>
<31 zex=1 8¢/ Bize>
v<0wner>
<| D=nep-25681 70-0</ | D=
<DisplayNanexncp-2558170-0</Di sp | avMNane>
</0wner>
<StorageClass>Standard</StorageClass>
</Content s>
</ListBucketPesult>

g HA 3 28 Al =2 dED

= Object Storage &M A®: https://docs.gov-ncloud.com/ko/storage/storage-6-1.html

H|

ST-02 Ho|8] £F F7| 22

No. ST-02 =5 of CHAY MH|A Object Storage/ Archive Storage
= Naver Cloud Platform 2| Object Storage = Archive Storage CHH| &3 &£t #2892,
M| At At8steE HI0|E{= Object Storage Off A&= stil, ¥7| 2 28t Gl0|& & Archive
7H°_ Storage Of A& 4 QAEZE Lifecycle Management 7|58 AHZELICH AHSE 7|8t ZMS
- £3l Object Storage OlAl Archive Storage 2 X522 H|0|HE O|&st0f, 7 A2+ 2
HAHSZ GHo|HE 2™ & USLCH
= AtEO| &t=El Datall 3% AMBE0| BOR|7| W20 &elel ~A&2 QI8 Data /R0l
HEASH | 2 = AU a7t oS lsh AAl He|stALE, el AER|Z|2 O|SAIA
saretct
717|2 » Y2 AEO| =YLt ZHAFRO| H Tt Data CishA= X7 g Sof 2
=77 | Storage(Archive Storage)oil Backup RERED Q= AR %5 FC
Az | Lifecycle Management 7|58 Sdff ks S HDFLICE Lifecycle Management 7|&
e OlF0lM @37 2 201 4 S Soff Uy theat 8y 2|, 2tz WY =718 SEHTt
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- 2527

HHS 27

tst7] fIsAl= Archive Storage 7t AFHO| M E|0f QO{OF BFL|CE.
= Lifecycle Management &4 O|&: Console -)> Object Storage -> Lifecycle Management ->

+Y77| Y8 29

T oT
= CH& B30 Backup 2 Oi4 HZl, Ol 22| : Backup S4Z| AE2|Z|, Ol A|Y : Data
Backup 37|
FHE7| JH F7t X
2| i+ (Source)
ot 521 dev-servicename-data v
Object 0|€ FE(TFN) @ /data
0| & %14 (Target)
0| 94X Archive Storage
HEHOIH(H3) 0|8 & dev-servicename-2nd-backup v
HEZE @ /monthly
o] Pl s b | 0|2 = 212 GO|E AR
01 AIE (B4 B)* 3
-
<8 Lifecycle management A3 o>
= Object Storage &M A®: https://docs.gov-ncloud.com/ko/storage/storage-6-1.html
H|2
ST-03 223 K3l AHA
No. ST-03 =95 = CHAF MH|A Object Storage
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= Naver Cloud Platform 2| Object Storage &= Archive Storage OfH| &3 £t H=22=2,
AHIA At AtESH= H|0|E&= Object Storage Off 4&S ot1l, 7| E2S 2|8t HI0|E&= Archive
7H°_ Storage Off &5t £ U=Z2 Lifecycle Management 7|52 AH&ELICH AHE 7|8 FUS
S - . . -
E3H Object Storage OllA] Archive Storage 2 A5 22 H|O|E{2 O|&t310], A7} A2 2
HAHH2Z HO|HE &2|e 4+ ASLHC
apipjz | FERE HIKIE S0l B2e)o] ZAsEA Bastol B B M2 ol A
=
ST | tiblstn ez Mo
HAI|2 » YT A S240| A=E0f, 2L W20 Cfs E7[H HEE Sof AA 2|7t £l Ue
oa’Zl™ -
#2 o gyt
» HZIQ| AR dEE oK, MY = SH7F Sle HAL BR0e A X2, 212 EEE
2 IS = 20| tHsHAM = 7|2 HIO|E{E Archive Storage S22 B & AMA| S Data 2
2o 2| ZEMNAE £ESIY 2F5te AS HIOFLCH
= K2 MY ZE &l
Object Storage / Bucket Management Q@ B ‘v
<| A HE
Q
oz 27| LYY 2R
dev-servicename-data 0B 2020-04-16 11:54:34 (UTC+09:00) v
dev-servicename-data2 1]:3 2020-04-16 11:54:41 (UTC+09:00) v
2| ZI10| AHAM A
AT . H3lol MY FE>
» B2 Lf IO CHeE M 2 3 ZE
Object Storage / Bucket Management Q@ B "'
Bucket Management ©
4BCQOIIZ  CMEaE o
ui’AI mg ic‘l EEI [ dev-servicename-data
& Ty 27| B EGOE v Q
3 dev-servicename-data2 :
0 as| S+ @R
1 Objectstorage_testl.txt 88 2020-04-16 11:58:29 (UTC+09:00) v
(1) Objectstorage_test2 txt 88 2020-04-16 11:59:01 (UTC+09:00) v
(1) Objectstorage_test3.txt 88 2020-04-16 11:59:20 (UTC+09:00) v
<. B3l L ool HEY FED
|2
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ST-04 NAS 4|0

No. ST-04 g = CHAF A{H|A NAS

= Naver Cloud Platform Ol M Z|E3t= NAS & MH 7k HO|E SR, tHEY AE2|R|, A

MHE[A | Y ST/S4, AP HY S NAS 482 2 7|52 &8dll AF8At Fst Ha|s5HA
He CIOIEIE 22lg = USLICH &3], ZR2EZ0| HE QS HdE2=2 =2 EoHdE ASsta,
0|23} &l Controller 2 Disk Array Raid T+ 22 2246t MH|A otFME S5t Q&L Ct.
iz | " NASOIAE =40 F=E0 SAIE MBIZF NAS Off OR2E7t SiAI£[0] =4l YE-L.
ST LA NAS O AR 2ol mhet ZREOIME QtEle MBIt OL2E Fof U=z HABHCH
H27|2 = AT ARE BAIE MY E= SREIOME 2=l MEIE NASO| O2E £|0] A £71H2=2
SEUE | yasa s 32 gy e
= NAS H20| S8 2l=2 MHO| tis Y7422 HESIH, A0 SA|=[AHLE NAS & S
SREOM= ot MBZF Q=R FAHSH NFS F2A 0 4382 S5 AH0E &L Ct
= Windows MB{e] 22 CIFS dd& Sdll 2 518 HAYEES F7|H2=2 HEFRLIC
s IZEZ 23 Al 252 A€ MEl= NFS, Windows AMH AE2 CIFS £ e, 28
Y53 FHE dstste A HAFgYH
[ 2 NFSE2HO 2% 3 Az =
Zone 1B ° KR-1 '
HIAFSH NASEB OB logdata

100

L]
L]
o
o
:

o

1]
]
Im
i
o

O nFs CIFs

gsyssxs

Tkt
u
02
fot
ol

A NAS 2Bdd &4 23>

= Linux A2 MHE NAS =& 4d NFS g2 A0 20N OI2ES st MHE dHe &
UEHCL 28 40| 22E 0|F0|= NFS &2 A0S 43T & USLICH
NAVER Cloud
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Custom Server IP

z7|xoz

= Windows 2| < 2]

@=5us © nFs T2 oy 1 3 ASEY
HAY A ME 0If v Q ACL 7% M
M 01% Zone P e AH| 012 Zone
dev-servicename-db01 KRl 10.39.194.54 e £3F dev-servicename-web01 KR1
dev-satvicenamewas0l KA1 10.39.150.33 ® B%

<2 NFS Y2 Alof 4>
MEE NAS r—sr
#HE510 AtEste As

r-\J

LT

CIFs 215 HE 83

HEE=

= NAS AMA|

<ad dFs ¥ Ao 23>

A https://docs.gov-ncloud.com/ko/storage/storage-4-1.html

£ A| ID, Password QI=HIAIS ALEHL|C}

[ YE

10.39.171.31 . 237

SiLCH TAQES

H|2
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5.DB ot

DB-01 DB Zone E9F 31 M

No. DB-01 =9T Ab CHAF MH|A Cloud DB for MySQL / MxSQL Ax|&
* Cloud DB for XX & % 7% ddxt S0te2 ZHHSHH f&ot1, HOo|H Q| 2(Xet HEE Sl
MH|A | otdHo=2 RESHD, FOf7t YMSIH s S5t & A2 S2HRE MH[AYL O
e = Naver Cloud Platform Of|M A|33t= xxSQL HX|d MH|AO M= 7[2 4% &2 7| %=
O|0|Z|Z Z|¥aFLC.
| HOIYE & ZQHEE H5t=E DB 712 A| Secure ZoneS O|23510 71440 HQ §fL|Ct DB
ST Mo 29201 J2 9 AL RIE QI CH2 MH|AQL 22|35t RAMEIRER| HATHLICH
HA7|= | = DBMHL| 2|7t CHE AH|ALQL E2|5t0 QHHFHA #+d&0 JYe B8 L= Lo
» JRI¥E 5 SLYEE DBO| Estes HR0|= Secure Zone 2 0|&5t0f DB & #4d5t=
A HIOFLLC Secure Zone O] HgE MHE SSLVPN 2 0|85t H&EE & ASUCTH
» Secure Zone L DB & +/d35t7| 2IsiAl= ARMOI| Secure Zone 0|8 412 SiOF BfLICH
» SSLVPN A2 AZH 2 24 -> Secure Zone Ad & 4 -> Secure Zone L DB ++4
Cloud DB for MySQL / DB Server
< Md
[+ RREEES 2 DB AE 3 xz3
DEMS £8 MySaL
DB HE M MYSQLS.7.25 h
DA
DB 2t0jd= General Public License
Zone KR-1 -
Secure Zone Ard ok | O Secure Zone Bl A 44
DB Server Erg Standard x
vCPU 275, B 28] 4GB v
BIO|E ASE|X B O ssp HDD
0|5 AEEX 2% 7|2 1068 106
ansLAE :
23w NZHeEH o
<22 Secure Zone DB #44>
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= Secure Zone 1}

Advanced S48

g4 ¢ 4+ AsH

2 HAl(Legacy) 21X

o|gHN P2E

oet 2t 5t0|E2|E(Hybrid) 80| 22

f5t0, Secure Zone Off 4%l DB 0| IPsec

5 A

— O

40

* [Psec VPN € 0|23}7| 2SiA= Private Subnet 2 AFHO|| A4Ad3H0F SHL|Ct

= Secure Zone AM| A®H: https://docs.gov-ncloud.com/ko/security/security-14-1.html

B2
DB-02 DB {24
No. DB-02 zo¢ A CHAM AMH|A Cloud DB for xx / MxSQL Hx|d &
= Cloud DB for XX = Z 7iA| 4¥1 S22 7HHGHA =311, HlojH el 2(H §f H4Eg &9
Mbla | ordH oz RIFSIH, o7t YlstH Ats E45ts &t el 2ERE MH[AYLC
e * Naver Cloud Platform O|M H&35ts xxSQL A28 MH|AAM= 7|2 A3 ¢2°| 7| Bz|El
O|D|Z|E Z[HBiFLICE.
M| = C|O|E{H||O|A Lf HEO| E20| Hast SELZ M, FEAAH(MY) & ALZ2E P3|
SEUE | Auetn B2sA Aol et SHsn e FATUC
H717|2 = U5 OO[EH[0|A Lf HEO| H20| st SEEZ M, FEA|A(AMH) I2AE Eels
SR Ausin masx ol meb SAED Ys S oFd Bhct
* DB M| AIBAt H&E2 SSLVPN &€ Salf Y45k S AL SSLVPN 2 Salf HE
AEAIE Al o~ QUSLICH (Secure Zone Off 714 E DB AMB{2| F20l= SSLVPN & E42
ArE&sHofF BfLct)
AR
* DB A E&0| Ciet SEX203, JEA|A-I(MY) E22 ACG, Secure zone Firewall 2|
Policy 0| 5|& 4242 Z7t6{0F & LICt. Secure Zone Firewall 0| M= Source IP = 242 S
7|20 dds =2 2|AA0| CisfAM Pt 2|de o~ JASLICE (ex. SSL VPN, Object Storage 5)
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] in

Policy 84

Name *®

Description

Source IP* Source

10.62.76.16/28

Destination IP *

dev-servicename-db01 (10.39.194.54)

Protocol ® O 1cp UDP ICMP IP
Port 330¢|
Action® O Accept Deny

<2l Secure Zone Firewall Policy 4&>

= SSL VPN AtM| AH: https://docs.gov-ncloud.com/ko/security/security-5-1.html

= Secure Zone Firewall &M A®™: https://docs.gov-ncloud.com/ko/security/security-13-1.html

DB-03 DB Backup

No. DB-03 =9T = CHAF MH|A Cloud DB for MySQL / MxSQL Az|&
MH|A | = Cloud DB for MySQL & & 72| 441} S2itte=z 7HHSIAH fL&5t1, Ulo|He| 2|4st 434S
e Soff HdHe=z2 2FSHD, Hoi7t YHstH s S5t 2t H2ld S2HRE MH[AYLCH

31735
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= Naver Cloud Platform Of Al AHlE5tE xxSQL B[ MB|AMME 7|2 2] &9 7| 22|
O|0JA|E Z[J3HELICt.

Clo[Efol s, oY== @It COoje &40 thSS 2l DB 0O|Set 7+ & Y H2S
Oretstl A=A HHLCH

oX
oY
Jo
i

o

= ¥T G0l ItEY ¥
o

0¥
oY
N
HN

* Cloud DB for MySQL 2 DB ‘d-gA| 0|Fat 24 g5 SdllM 1L 7189 dd= gLt

o =20 [l [=]
S Backup IbO| Cist Bt 7|2+8 HE5H0 Backup & &dste Ag ALt
Z7MHo2 MAUS BA5H0F 5h= AL Object Storage 2 &30 B8t 4~ Q&LICH

* Cloud DB for MySQL ‘8¢ Ow0M 17189 XS 822 24¢ + UL

Cloud DB for MySQL / DB Server

< |44
o Ay 2 DBEE 3 s
DEMS E5 MySQL
DBRAXEE @ MYSOLS.7.25 i
DB B0~ General Public License
"!LJ_T'_AI‘SOI' Zone KR-1 M
Secure Zone AR ot @ Secure Zone 0] AlE 54
DBServer B @ Standard v
vCPU 274, Gl 28] 468 v
HOIE 22X EIRY @ O sso HDD
HOEH ~E2% 288 @ J12 1068 106B BYUE HEHE, = B K| RHE B8
ANFHTE o o =
e AT aEH 7o

= Cloud DB for MySQL M 00| M Backup A&}, Backup Ite| 3t 7|2t
UELICE

njo
nx
oX
]
P
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@ Huiux © osuxn 3 HEH

USERID®* @&
HOST(IP)* @
USEREE"® @
DEERZE* & 3306 1306 &= 10000 ~ 200008

72082t @

[

|2 1F %, ZICF 20%F
DBConfig 8% @ naver-mysgl-5.7-standard

DBlog =E @

Backup 43

Backup T2 EH 7|7 @ 1z -

Backup AlZt 5

w
me  we  me

~

< opd

o
e

<12 34. Cloud DB for MySQL Backup &&>
* Cloud DB for MySQL -> Backup -> &MU -> Object Storage & EL7|

= DB Backup AM| A% : https://docs.gov-ncloud.com/ko/database/database-5-4.html

rir

oy bl A

i

= Naver Cloud Platform xxSQL M2|3o& DB & F4st= 20 =]
C

YI1H2= G0y HAS st= As HEY

= HHOL MH|A ME A2 https://docs.gov-ncloud.com/ko/storage/storage-5-1.html

H|1
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2020-04-16 12:38:25 (UTC+09:00) Shutdown Server Instance SUCCESS CONSOLE
2020-04-16 11:38:26 (UTC+09:00) Server Creation SUCCESS CONSOLE
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Item Value
hostName dev-servicename-web01

asyncTaskUuid

5ed19901-3d06-9b6a-5edc-345da3621027

contractNo 66539
instanceDesc <empty=
operationCode NULL
serverinstanceTypeCode SVR
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= Resource Manager

APM| AT : https://docs.gov-ncloud.com/ko/management/rmgr-1-1.html
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